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How can two mutually distrusting parties exchange digital 

ñitemsò on the Internet?

Existing solutions:

Fair Exchange

A-itemA-exp B-itemB-exp

B-item A-item

Gradual Exchange protocols Trusted Third Party protocols
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Fair Exchange: design choices

ÅCommon case: both want to complete the exchange

ïdesign protocol that is efficient for the common case 

ïbut allows recovery in case of exceptions

ÅRequirements

ïEffectiveness

ïFairness

ïTimeliness

ï(Non-invasive)
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Optimistic Fair Exchange
A-itemA-exp

B-item

A-item

A-

permit

B-itemB-exp

B-

permitA-

permit

B-

permit

?
Resolve

Alice Bob

http://www.semper.org/

generate generate

http://www.semper.org/
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Optimistic Fair Exchange: Recovery

B-itemB-exp

B-

permit

B-

permitResolve

if A-item matches B-exp

Å extract B-item from B-permit

Å store A-item

A-item

B-item
Alice

extract



8
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A-itemA-exp

B-item

A-item

A-

permit

B-itemB-exp

B-

permitA-

permit

B-

permit

?

?

?

Abort

Resolve
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Optimistic Fair Exchange: Recovery

B-itemB-exp

B-

permit

A-

permitAbort

If not resolved, 

issue abort token
A-

permit

B-

permitResolve

If not aborted, and

if A-item matches B-exp

Å extract B-item from B-permit

Å store A-item

A-item

B-item

Resolve for Bob is similar

Alice

Alice

extract
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Verifiable Encryption

Analogy - jewelry in a glass box: can see but canôt touch

desc

True/False

verifyEnc recover

secret

secret
secret
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Verifiable Encryption of discrete logs

Prover Verifier

Setting: secret = s ÍG1, desc d = gs (in G2)

s0 ÍR G1, v Ŷ gs0

s1 Ŷ s0 ïs

Ei Ŷ Enc(ri, si), i={0,1} v, E0, E1

b ÍR {0,1}
b

rb, sb

(db . gsb v?) &&

(Enc(rb, sb) = Eb?)

Verifier TTP

EÂ

sὦŶ Dec(EÂ)
sÂ

s Ŷ sb + sÂ

verifyEnc recover

Repeat n times

(cut-and-choose)
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From Verifiable Encryptions to Permits

A-itemA-exp
A-

permit = Verifiable Encryption of  +

A-exp = desc. of B-item

[ASW00] ñOptimistic Fair Exchange of Digital Signaturesò, JSAC 18(4): 593-610 (2000)

http://dx.doi.org/10.1016/S0140-3664(00)00249-8
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Optimistic Fair Exchange: the aftermath

ÅSomeone has to run the Third Party

ïWants to monetize every transaction!



14

Verifiable Encryption of discrete logs

Prover Verifier

Setting: secret = s ÍG1, desc d = gs (in G2)

s0 ÍR G1, v Ŷ gs0

s1 Ŷ s0 ïs

Ei Ŷ Enc(ri, si), i={0,1} v, E0, E1

b ÍR {0,1}
b

rb, sb

(db . gsb v?) &&

(Enc(rb, sb) = Eb?)

Verifier TTP

EÂ
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Verifiable Encryption of discrete logs

Prover Verifier

Setting: secret = s ÍG1, desc d = gs (in G2)

s1 Ŷ s0 ïs

v, E0,Cert

s1

(d . gs1 v?) &&

verify(Cert)

Verifier TTP

E0

s0 Ŷ Dec(E0)
s0

s Ŷ s0 + s1

verifyEnc recover

Repeat n times

(cut-and-choose)

Pre-paid coupons bought from the TTP to be used for every optimistic transaction!

s0 ÍR G1, v Ŷ gs0

E0 Ŷ Enc(r0, s0)

Cert  Ŷ SigTTP(v, E0)
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Optimistic Fair Exchange: the aftermath

ÅSomeone has to run the Third Party

ïWants to monetize every transaction!

Å15 years on, current status:

ïReputation systems

ïIn-line TTP (e.g., E-bay escrow service)

V
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Continuing ñimpactò in research circles!
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Optimistic Fair Exchange: the aftermath

ÅSomeone has to run the Third Party

ïWants to monetize every transaction!

Å15 years on, current status:

ïReputation systems

ïIn-line TTP (e.g., E-bay escrow service)

ÅImpact in academia vs. real world impact

ÅBiggest impact of SEMPER?
http://logging.apache.org/log4j/2.x/

http://logging.apache.org/log4j/2.x/
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Optimistic Fair Exchange: lessons learned

ÅDonôt just guess security requirements; Ask stakeholders

ÅDesiderata for deployment and research can be different

ïñthe more (independent) parties you require for your scheme, 

the less likely it will be deployedò

ÅCapturing researcher interest    (Tech transfer) Impact

ïMANETs anyone?

Åñ90-10 ruleò applies to deploying security

ïñGood enough beats perfectò

Skip to summary

/O
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Generic Authentication Architecture

Can we bootstrap a general-purpose global-scale

authentication and authorization infrastructure from the 

existing cellular security infrastructure?

ÅNeed was evident: 

ïñGlobal PKIs will not happenò

ÅAd-hoc bootstrapping already in use

ïe.g., Coke vending machine accepting payments via SMS, 1997

ÅIdea: Bootstrap short-lived certificates from ñlocal PKIsò
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CA

Bootstrapping a ñlocal PKIò

Global Cellular 

Authentication/authorization 

Infrastructure

Home Security 
Server

Serving Network

K

IK, CK

Authentication & Key 

Agreement (AKA)

K

IK, CK

PKD/SKD

SP

RA

CertD
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3GPP ñGeneric Authentication Architectureò

Two layer architecture

- Generic Bootstrapping 

Architecture (GBA)

- Specialized Application 

Servers

- E.g., for ñsubscriber 

certificatesò

Bootstrapping 
Server

Application 
Server

HSS

Bootstrapping client

Application client

Bootstrapping
Protocol

Application
Protocol

Credential Fetching 
Protocol

Key distribution
Protocol

User Equipment

(UE)

[HLGNA08] ñCellular Authentication for Mobile and Internet Servicesò, 

Wiley, 2008

Relevant 3GPP documents: E.g., [33.919], [33.220]

http://eu.wiley.com/WileyCDA/WileyTitle/productCd-0470723173.html
http://www.3gpp.org/DynaReport/33919.htm
http://www.3gpp.org/DynaReport/33220.htm


24

GAA: the aftermath

ÅStandardized in 3GPP
ïVariants: GBA and GBA_U (implemented in the smartcard, UICC)

ïGBA implemented for some services

ïnone of which has taken off (e.g., Mobile TV), so far

ÅTodayôs solutions:
ïBootstrapping: Facebook, Google, é

ÅSome mobile carriers even deployed PKI-enabled SIM cards

ïRoaming: iPass, Shibboleth, é

ÅVariants of the idea had more success
ïE.g., EAP SIM



25

GAA: lessons learned

Å(Standardization) Politics can suffocate a good idea

Åñ90-10 ruleò applies to deploying security

Skip to summary
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Channel Binding in protocol composition

Composing two secure authentication protocols carelessly 

can lead to a man-in-the-middle vulnerability

ÅProtocol composition can ease deployment

ÅExamples:

ïServer auth. using TLS + user auth. with password

ïAuthentication for VPN access using legacy credentials

ïBootstrapping a ñlocal PKIò
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3G AKA

Provides mutual authentication

Home Security 
Server

Serving Network

K

Latest SQN: SQNU

K

Latest SQN: SQNH

Rand K SQNH

XRES AUTN IK CK

Rand K AUTN

RES SQN IK CK

STOP if SQN ¢SQNU

STOP if RES X̧RES

IMSI
IMSI

Rand, AUTN, XRES, IK, CK

RAND, AUTN

RES
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Bootstrapping certificate enrollment

Home Security 
Server

Serving Network 
RA

STOP if SQN ¢SQNU

STOP if RES X̧RES

IMSI
IMSI

Rand, AUTN, XRES, IK, CK
RAND, AUTN

RES

1. Set up a (server-authenticated) TLS channel

2. Run AKA 

Cert Request

Cert Response

3. Do certificate enrollment via the 

(mutually) authenticated TLS channel
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Bootstrapping certificate enrollment

Home Security 
Server

Serving Network 
RA

STOP

if SQN ¢SQNU
STOP if RES X̧RES

IMSI
IMSI

Rand, AUTN, XRES, IK, CK
RAND, AUTN

RES

1. Set up a (server-authenticated) TLS channel

2. Run AKA 

Cert Request

Cert Response

3. Do certificate enrollment via the 

(mutually) authenticated TLS channel

MitM

IMSI

RAND, AUTN

RES

[ANN03] ñMan-in-the-middle in Tunnelled Authentication Protocolsò, 

Security Protocols, 2003

Channel binding: Use of cryptographic binding to compose two authenticated channels

http://dx.doi.org/10.1007/11542322_6
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Channel binding: the aftermath

ÅFiery reception at Security Protocols workshop!
ï ñBut you are using the worst rackets in industry as a justification for what youôre doing. There are all sorts of 

people just generating garbage protocols, a couple of which you have already mentioned here. Weôre trying 

to reverse their work, whereas youôre trying to advocate we use all these garbage protocols.ò

ïFor an entertaining read, see transcript of discussion during my 

talk at SPW ô03!

ÅImpact in IETF

ïClosing down of ipsra working group; channel binding in IKEv2

ïContinued attention: e.g., RFC 6813

http://link.springer.com/content/pdf/10.1007/11542322_7.pdf
http://tools.ietf.org/html/rfc6813
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Channel Binding: lessons learned

ÅNegative results are useful for security practitioners

ÅStandardization can make a good idea see light of day

Å(Tech transfer) Impact    Capturing researcher interest 

Skip to summary

/O
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Secure Device Pairing

How can the process of pairing two devices be made easy 

to use without compromising security or adding to cost?
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Secure Device Pairing: ca. 2005
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Naïve usability measures damage security



37

Naïve security erodes usability
Car kits 

ï Allow hands-free phone usage in cars

ï Retrieve/use session keys from phone 

SIM

ï require higher level of security

ü users must enter 16-character 

passcodes

More secure = Harder to use?

Cost: 

Calls to Customer 

Support
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Asymmetric crypto

Key transport via OOB channel

UnauthenticatedAuthenticated

Symmetric crypto only

UnauthenticatedAuthenticated

Key establishment

Key agreement

Short keys vulnerable to passive attackers Secure against passive attackers

Key establishment for secure pairing ~2005
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Authentication by comparing short strings

vA and vB are short strings (e.g., 4 digits), 

User approves acceptance if vA and vB match

A man-in-the-middle can easily defeat this protocol

ok/not-okok/not-ok

A B

vAŶ H(A, B,PKA|PKôB) vBŶ H(A, B,PKôA|PKB)
vA vB

PKA

PKB
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MitM in comparing short strings

PKC1

C

PKA

A BPKC2

PKB
Pick PKC2 by trial-and-error:

H(A, B,PKA|PKC2) = vôB
vôBŶ H(A, B,PKôA|PKB)

PKC1

vôAŶ H(A, B,PKA|PKôB)

PKC2

okok

vôA vôB

vôBŶ H(A, B,PKC1|PKB)

Guess a value SKC2/PKC2 until H(A, B, PKA|PKC2) = vôB
If vôB is n digits, attacker needs at most 10n guesses; Each guess costs one hash calculation

A typical modern PC can calculate 100000 MACs in 1 second
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Authentication by comparing short strings

User approves acceptance if vA and vB match

2-l(ñunconditionalò) security against man-in-the-middle (l is the length of vA and vB)

h() is a hiding commitment; in practice SHA-256

[LAN05] MANA IV, IACR report; [LN06] CANS ó06

ok/not-okok/not-ok

A

key agreement: exchange PKA, PKB

B

hA

RB

RA

Calculate commitment

hAŶ h(A, RA)

vAŶ H(A,B,PKA|PKôB,RA,RôB)

Verify commitment

hôAḲh(A, RôA)

Abort on mismatch

vBŶ H(A,B,PKôA|PKB,RôA,RB)
vA vB

Choose long random RA Choose long random RB

Send commitments

Open commitments

http://eprint.iacr.org/2005/424
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Key establishment for secure pairing ~2008

Unauthenticated

Diffie-Hellman

Authenticated Diffie-Hellman

short-string 

comparison

short PIN Out-of-band 

channel

WiFi Protected 

Setup

ñPush-buttonò Õ NFC

Bluetooth 2.1 ñJust-worksò Õ Õ NFC

Wireless USB Õ USB Cable

[AN10] ñSecurity associations for wireless devicesò (Overview, book chapter)

[SVA09] ñStandards for security associations in personal networks: a 

comparative analysisòIJSN 4(1/2):87-100 (survey of standards)

http://research.ics.tkk.fi/publications/knyberg/secass.pdf
http://dx.doi.org/10.1504/IJSN.2009.023428
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Secure Pairing: the aftermath

ÅWidely deployed (Bluetooth SSP, WiFi Protected Setup) 

Å Improving usability/security ­ fundamental protocol

changes

[UKA07] ñUsability Analysis of Secure Pairing Methodsò, USEC ó07

http://dx.doi.org/10.1007/978-3-540-77366-5_29
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Secure Device Pairing: lessons learned

ÅAddress pain points - builds credibility with stakeholders

ÅDonôt just guess security requirements; Ask stakeholders

ÅDesiderata for deployment and research can be different

ÅStandardization can make a good idea see light of day

Skip to summary
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On-board Credentials

Can we safely open up widely deployed secure hardware 

on mobile devices for use by app developers?
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Authentication on the Internet

Username/password rules the Internet

ÅCheap, easy-to-deploy, portable

ÅAnnoying, vulnerable (phishing, dictionary attacks, password-
stealing trojansé)

Attempts to improve usability and security

ÅPassword-managers

ÅSingle Sign-On

ÅBetter protocols
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Hardware tokens

Deployed for specific-services

ïMore secure, sometimes more intuitive

ïMore expensive, usually no trusted path to user, 

ïSingle-purpose or issuer-controlled

SW-only credentials HW credentials




















